Assighment- 1

Black Box Penetration Testing

On

demo.testfire.net

By: - Parth Pathak

Scope of Work: -

This assighment covers the remote penetration testing of demo.testfire.net.
The assignment was carried out from a black box perspective, with the only
supplied information being the domain name. No other information was
assumed at the start of the assignment.

| used the following tools only:

e Burp Suite (Proxy)

Summary of Findings: -

Category Vulnerability Count
Injection Attacks XSS 3
SQL Injection 1
Host Header Injection 1
Authentication & Authorization|Broken Authentication 2
Broken Access Control 1
Authorization Handling Bug |1
Input Validation Issues Improper Input Validation 1
Client-Side Validation Bypass |1
Information Exposure Information Disclosure 4
Clipboard Data Exposure 1




Category Vulnerability Count

Application Logic / Functional ||Broken Functionality 1
Broken Confirmation Logic 1
Incorrect Backend Mapping |1
Non-Functional Submit Button|1
Error Handling & Configuration |Incorrect Error Handling 1
Ul / Navigation Issues Broken Link / Dead Link 4
Total 25

1. Reflected XSS 1:-

After opening the website https://demo.testfire.net the search field was

tested first. So, the following JavaScript code was entered which resulted
in immediate Reflected XSS:
<script> alert(1) </script>

Sign In | Contact Us | Feedback | Searc I<scr|pt>alert(1)</scr|pt> I

demo.testfire.net says

1

2. Reflected XSS 2:-



https://demo.testfire.net/

In the Feedback page on link https://demo.testfire.net/feedback.jsp, the
name field was entered with the following JavaScript code which

resulted in immediate Reflected XSS:
<script> alert(“test2”) </script>

Sion Off | Contact Us | Feedhack | Search Go

AltoroMutual » gm {

& MY ACCOUNT PERSONAL SMALL BUSINESS |
PERSONAL
+ Deposit Product Feedback
+ Checking
« Loan Products Our Frequently Asked Questions area will help you with many of your inquiries.
« Cards If you can't find your question, return to this page and use the e-mail form below.
» lovestments & Insurance
* Other Services IMPORTANT! This feedback facility is not secure. Please do not send any
account information in a message sent from here.
SMALL BUSINESS
* Deposit Products
Dega . : Online Banking
* Lending Services
* Cards : | <script>alert("test2")</script=
* Insurance
O FErer et Your Email Address:
* Other Services
Subject:
INSIDE ALTORO MUTUAL
Question/Comment:
+ About Us
* ContactUs
* Locations
* Investor Relations
* Press Room
* Caceers
* Subscribe
P
Privacy Policy | Securlty Statement | Server Status Check | RESTAP] | © 2025 Altoro Mutual, Inc. This web application is open source! Ger vour copy from Gittiub and take advantage of advanced features

demo.testfire.net says

test2

3. Host Header Injection:-

Server responses were received for all hosts even those which maybe do

not exist:


https://demo.testfire.net/feedback.jsp

Burp Project Intruder Repester View Help  Param Miner Burp Suite Community Edition ¥2025.11,5 - Temporary Project -
Dashboard ~ Target  Proxy  Intruder  Repester  Collsborator  Sequencer  Decader Comparer  Logger Extensions Leamn
1 2 x +
< Follow redirection % Burp Al Target: hitps://demo.testfire.net /5
Response
n o=
HTTP/1.1
IL1FBF. BEF408A41ES50A23A0CES; AltoroAccounts= 32 Set-Cookie: JSESSIONID=1A045£ES744792B2B9EOD0S0EZ1BBBBES; Path=/; Secure; HttpO

ODAWMD Aw iy enBvenFOZX4 113 TyNaY 4HD 4 Location: /login. jsp
Content-Length: 2| Content-Length: 0
Cache-Control: max-age=0 ¢ Dace: Fri, 19 Dec 2025 1£:37:53 GHMT
Sec-Ch-Ua: "Chromius "143", "Hot h(Brand
Sec-Ch-Ua-Mebile: 70
See-Ch-Ua-Platform: "Windows"

5 Accept-Language: en-GB, en;q=0.9

10 Origin: https://demo testfire net

11 Content-Type: application/x-wwu-form-urlencoded

MUU3 £D gwMDAWIL{EDAGY ] aZ 1uZ34y M  A40

Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4) AppleWebKit/537.36 (KHIML,
like Gecko) Chrome/143.0.0.0 Safari/537.38

4 Accepr
text/html, application/shtslixnl, application/xnl;q=0.9, inage/avit, inage/vebp, inage/a
png,*/*;q=0.8,application/signed-exchange ;v=b3;q=0.7

15 Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate

17 See-Ferch-User: 71

1% Sec-Ferch-Dest: document
Referer: hteps://demo.testfire.net/admin/admin.jsp
Accept-Encoding: geip, deflate, br

4. Information Disclosure 1:-

Every server response revealed the http version it supports along with
server name:

Response
Pretty Rawr Hex Render
1 P = o L)
Serwver: Apache-—-Covotces 1.

= VL ST secharsec=I30-88585—-1
Dace: Fri, 1% Dec ZOZE5 O7:3Z2:45 GMT
Content—Length: SI255
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5. Information Disclosure 2:-

Server version was revealed during error handling:



& HTTP Status 500 — Internal Sen. X +

HTTP Status 500 — Internal Server Error

T Exception Report
Messaodt¥l

[Tl The server encountered an unexpected condition that prevented it from fulfilling the request.

java.lang.NumberFormatException: null
Jjava.lang.Long.parseLong({Unknown Source)
java.lang.Long.parseLong({Unknown Source)
com.ibm.security.appscan.altoromutual.servlet.TransferServlet.doPost(TransferServlet.java:59)
com.ibm.security.appscan.altoromutual.servlet.TransferServlet.doGet(TransferServlet. java:44)
javax.servlet.http.HttpServlet.service(HttpServlet. java:624)
javax.servlet.http.HttpServliet.service(HttpServlet.java:731)
org.apache.tomcat.websocket.server.WsFilter.doFilter(WsFilter.java:52)
com.ibm.security.appscan.altoromutual.filter.AuthFilter.doFilter(AuthFilter.java:67)

[T The full stack trace of the root cause is available in the server logs

Apache Tomcat/7.0.92

6. Incorrect Error Handling:-

7. <script> alert(“yo”) </script>
was injected in URL
https://demo.testfire.net/index.jsp?content=personal deposit.htm and

was not met with an appropriate error response:

@ Altoro Mutual X @ VAPT Assignment (demo.test

<« 2> C [8) hitps//demo testfire.net/ind nt=<script>alert("yo") </scripthtm

BERSONAL Failed due to

INSIDE ALTORO MUTUAL

8. Broken Link/Dead Link 1:-

This image on the link
https://demo.testfire.net/high yield investments.htm was clickable.
When it was clicked site returned a 404 error saying page could not be

found:


https://demo.testfire.net/index.jsp?content=personal_deposit.htm
https://demo.testfire.net/high_yield_investments.htm

Sign In | Contact Us | Fesdback | Search [ea]

ltoroMutual » E-{ T
| o

PRSONAL | smaLLusiness

F
[EERSONAL - =
& Dot vt High Yield Investments
= Checking
« Loan Products Altoro Mutual offers a wide array of deposit products ta help you maximize your profit. If you want mare
- Cards informatian about our High Yield products, please send us your email address.
 Investments & Insurance
= Other Services Enter your email:
e (suomi
wiener@gmail.com Submit
= Deposit Products e
Lot st For mare information about these products, please contact Altoro Mutual.
* Cards
- Iozuranse Note: all Aftora Mutual business deposit accounts include free access to Altoro Mutuals secure, Online Banking
Retirement
: site, where you can view account information, make payments and transfers and more.
INSIDE ALTORO MUTUAL This page was last updated on: 10/12/2004
* AboutUs
= Contact Us
* Locations
« Investor Relations
« Press Room

Sion In | Contact Us | Fesdback | Search (R0
AltoroMutual e N2, v
Altorotus > Nt - i
i - Ny | smalL |
. \ An Error Has Occurred

Page could nat be found

acvPolicy | Security Statement | Server Staws Check | RESLAPL | © 2025 Altors Mutual, Inc This web application is apen source! Get your coayftam GitHuk and take advantage of advanced features

9. Broken Link/Dead Link 2:-

The Analyst Reviews page on the link
https://demo.testfire.net/index.jsp?content=inside about.htm was
selected but host was not recognised:



https://demo.testfire.net/index.jsp?content=inside_about.htm

Sign Off | Contact Us | Feedback | Search |[ ce

AltoroMutual » E 7 |

& MY ACCOUNT PERSONAL |EHALI._I_U_EINE§_E |XN.EIIZE_ALIU_KD_H!JJ]L&L

o P About Altoro Mutual

= Loan Products Altoro Mutual offers a broad range of commercial, private, retail and mortgage banking services to small- and
- Cards middle-market businesses and individuals.

Other Services We pride ourselves on constantly surpassing the demands of our most loyal customers. And, we are determined
to help you stay ahead of your expectations. That is aur commitment to you.

Privacy Policy | Security Statement | Server Status Check | RESTAPI | @ 2025 Altoro Mutual, Inc. This web application is open source! Get your cooy from GitHub and take advantage of advanced features

The Altoro) website is published by HCL Technologies, Ltd. for the sole purpose of demonstrating the effectiveness of HCL products in detecting web application vulnerabilities and website defects. This site Is not a real banking site.
Similarities, if any, to third party products and/or websites are purely coincidental. This site is provided "as Is” without warranty of any kind, either express or implied, HCL does not assume any risk in relation to your use of this website. For
more ion, please go to https://www.hel-software com/appscan).

"munity Edition X

Burp Suite Community Editio

Error

Unknown host: www.newspapersyndications.tv

10. Broken Link/Dead Link 3:-

The Points of interest page on the link
https://demo.testfire.net/index.jsp?content=inside about.htm was

selected and met with 404 error:


https://demo.testfire.net/index.jsp?content=inside_about.htm

Sion OFf | Contact Us | Feedback | Search [ |[Go]

AltoroMutual ﬂ@(

& My Account | smaLL susiness [
PERSONAL

- Decusit Product About Altoro Mutual

= Checking

« Loan Products Altoro Mutual offers a broad range of commercial, private, retail and mortgage banking services to small- and

» Cards middle-market businesses and individuals.

= Investments & Insurance

« Other Services We pride ourselves on constantly surpassing the demands of our most loyal customers. And, we are determined

to help you stay ahead of your expectations. That s our commitment to you.

Privacy Policy | Security Statement | Server Status Check | RESTAPI | @ 2025 Altoro Mutual, Inc. This web application is open source! Gel your cogy from Gittub and take advantage of advanced features

The Altoro) website is published by HCL Technologies, Ltd. for the sole purpose of demonstrating the effectiveness of HCL products in detecting web application vulnerabilities and website defects. This site is not a real banking site.
Similarities, if any, to third party products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind, either express or implied. HCL does not assume any risk in relation to your use of this website. For
more please go to hitps://www.hel-software com/appscant.

Sign In | Contact Us | Feedback |Search|  |[Go]
DEMO

AltoroMutual 2» ﬁ@‘

— S | smaw

Dangslr Product An Error Has Occurred

Lokn Products Page could nat be found

acypolicy | Security Statement | Server Status Chack | RESTAPI | © 2025 Altoro Mutual, Inc. This web application is open source! Gat your cony. from Gittiub and take advantage of advanced features

11. Broken Link/Dead Link 4:-

The Locations page on https://demo.testfire.net/cgi.exe was selected

and met with 404 error:

Altoro Mutual

Sign In | Centact Us | Fesdback | Search

15| 27Q

~ —

[, An Error Has Occurred

SMALL

Page eould not be found.

Privacy Palicy | Security Statement | Server Status Check | BESTAPI | @ 2025 Altore Mutual, Inc. This web application 1= open source! Get yaur 2oyl £k and take of advanced features



https://demo.testfire.net/cgi.exe

12. Non-Functional Submit Button:-

The Submit button on the link

https://demo.testfire.net/high yield investments.htm for entering
email was clicked but there was no response. Upon inspection it was
found that there was no <form> tag in the html:

Sign In | Contact Us | Feedback | Search

| Mutual mm%
oroMutual » ) T
.ﬁ&w;:'; ONLy
|1H§IDRALIQED_I1IELI.IAL

- P L ] SMALL
PERSOMAL - -
+ Denosit Product High Yield Investments
+ Checking
- Loan Products Altaro Mutual offers a wide array of deposit products to help you maximize your profit. If you want mare
« Cards information absut our High Yield products, please send us your email address.
* Investments & Insurance
+ Other Services Enter your email:

hello@gmail.com
For more information aboulithese products Jlease contact Altoro Mutuzl

= Note: all Altoro Mutual busines: unts include free access to Altoro Mutuals secure, Online Banking
site, where you can view account information, make payments and transfers and mare.
= Other Services

INSIDE ALTORD MUTUAL This page was last updated on: 10/12/2004

<p id="email">Enter your email:</p>
<p

<input type="text" name="e 1"

<input type="sub bmit" value="Submit">

13. Information Disclosure 3:-

This page was found:
https://demo.testfire.net/index.jsp?content=business _insurance.htm
On this page there was a hyperlink “Group Life Insurance” which was
leading to:
https://demo.testfire.net/my%20documents/JohnSmith/Bank%20Site%?2
0Documents/grouplife.htm



https://demo.testfire.net/high_yield_investments.htm
https://demo.testfire.net/index.jsp?content=business_insurance.htm
https://demo.testfire.net/my%20documents/JohnSmith/Bank%20Site%20Documents/grouplife.htm
https://demo.testfire.net/my%20documents/JohnSmith/Bank%20Site%20Documents/grouplife.htm

The document showed an error when it was accessed however the name
“John Smith” was found in the URL

& Altoro Mutual

F»} https://demo.testfire.net/ind ontent=business_insurance.htm

AltoroMutual »

= ONLINE BANKING LOGIN PERSONAL SMALL BUSINESS

S.MIMA«IMIS%NH

« Dapostt Product Insurance

ide range of insurance products to help you look after your staff and business includin

« Life Insurance for Key Employees

« Deposit Products For more information about these products, please contact Altora Mutual

Privacy Policy | Security Statement | Server Ststus Check | RESTAPI | ® 2025 Altoro Mutual, Inc. This web ication is open source! Get your copy from GitHub and take advantage of advanced features

@ Altoro Mutual X @ VAPT Assignment (dem

< C [@ hups//demo.testiirenet iment:/JohnSmith/ba DDocuments/grouplife.htm

ﬁﬂ&\mﬂ\%ﬂ\saamh:

AltoroMutual » ﬂ@ -?(v DENO

ONLY
+ Deposit Product An Error Has Occurred

Page could not be found.

14. Incorrect Backend Mapping:-

In the Press Room section on the link
https://demo.testfire.net/index.jsp?content=inside press.htm, the

first two press release links behave inconsistently compared to the

rest:

e Clicking “Nov-9-2006” shows content for Oct-5-2006, even
though the URL still corresponds to Nov-9-2006.

e C(licking “Oct-5-2006" shows content for Nov-9-2006, while the
URL remains Oct-5-2006.


https://demo.testfire.net/index.jsp?content=inside_press.htm

e All subsequent links (Sept 28, Sept 21, Aug 17, etc.) correctly
display content that matches both the URL parameter and the
selected date.

This indicates that only the first two records are incorrectly
mapped on the server side:

) Altoro Mutua

PERSONAL
e Press Room
+ Checking
» Loan Products Welcome
* Cards
(¢ e T Welcome to the Altoro Mutual press room. Please note that our releases are accurate as of the date they are
+ Other Services issusd; however, they should not be relied on as correct after their issus date.
SMALL BUSINESS
i Now-9-2006  Altore Mutual Declares Quarterly Dividend
* Deposit Products
* Lending Services 1.5-2008 Altore Mutual Announces Earninas Webcast & Teleconference Call for Third Quarter 2006 Financial
* Cards Results
* Insurance
* Reticement Sept-26- Altore Mutual Apgeints Jane Smith to Manager of Consumer Bankin
+ Other Services 2008 : y ¢
INSIDE ALTORO MUTUAL Sept-21-
Altere Mutual Anncunces Prime Rate Increase
* Aboyt Us 2008
e Aug-17-
+ Locations gzous ‘Bank Requlators Approve Altore Mutual?s Acquisition Plans
* Investor Relations
+ Press Room July-20-  Altoro Mutual Announces Earnings Webcast & Teleconference Call for Second Quarter 2006
* Careers 2006  Financial Results
* Subscribe
May-18-
a’;;;’ﬁ John Dos Joins Altoro Mutual Board of Directors
Apr-13-2005  Altore Mutusl Announces Earnings Webcas: & Teleconference Cal for First Quarter 2006 Finencial
Results
Privacy Policy | Security Statement | Server Status Check | RESTAPI | © 2025 Altoro Mutual, Inc. This web application is open source! Get your copy from GitHub and take advantage of advanced features

@ Altoro Mutual

« Danaslt Proguct Altoro Mutual Announces Earnings Webcast &

o Teleconference Call for Third Quarter 2006
* Cards Financial Results
« Investments & Insurance
« Other Services Oct-5-2006
SMALL BUSINESS Altoro Mutual will hald a pr ion far the ir on Thursday, October 26, 2006, at 11:00
* Deposit Products

a.m. ET (8:00 a.m. PT) to review third quarter 2006 financial results, which are scheduled to be released before
the market opens that morning. A live webcast of the presentation will be hosted by Karl Fitzgerald, Chairman
and Chief Executive Officer. A slide presentation will accompany the webcast and will be available on our home:
page at the time of the call

More Press Reles:




@ Altoro Mutual ssignment (demao.test

< a

+ Deposit Product Altoro Mutual Declares Quarterly Dividend
Loan Products Nov-9-2006

nvestments & Insurance Altore Mutual?s Board of Directors declared a dividend to be paid with respect to the common stock of the
Ohiar serces Company in the amount of $0.58 per share, to be paid on December 15, 2006 to shareholders of record at the

close of business on December 1, 20085,

* Deposit Products Wss Releases

15. Information Disclosure 4: -

Directory listing was not disabled on this link:
https://demo.testfire.net/pr/

There was a confidential document:
https://demo.testfire.net/pr/Draft.rtf

It disclosed some names and there contact details:

Hackme Bank, Inc. and Financial Banking & Trust Announce Merger

Hackme Bank Announces Merger with Finan I Banking & Trust for $10 Billion

SANTA CLARA, CALIF. — -Tomorrow - Hackme Bank, Inc., the third largest financial institution in the world, today
announced a merger agreement with Financial Banking & Trust for $10 Billion in cash and equity. Blah, blah, blah,
blah, blah, blah, blahblahblah, blah, blah, blah, blah, blah Blah, blah, blah, blah, blah, blah, blahblahblah, blah blah,
blah blah blah. Blahblah blah blah blah blah, blahblahblah, blah, blah, blah, blah, blah Blah, blah blah blah blah, blah
blahblahblah, blah, blah, blafsah, blaeh, blah. Bflah, blah, blah, blah, blah, blah, blahblahblah, blah, blah, blah, blah,
blah Blah, blah blfesaah, blah, blgah, blahbl, blahblahblah, blah, blah, blah blah, blah. Blahblah, blah blah blah blah
blah, blahblahblah, blahbluh, blah, bladh, blahvblah_Blahblah, blah, blah, blahblah, blah blahblahblah, blah blah blah
blah blah. Bladh, bladh, bladh, blvah, blah, blah, blahblahblah, blah, blahblahblah, blah, blah, blah Blah blah blah
blcsah, blah, bldah, blahblahblah, blah, blah, blah, blah, blah.

About Financial Banking & Trust Corporation

Blah, blah, blah, blah, blah, blah, blahblahblah, blah, blah, blah, blah, blah Blah, blah, blah, blah, blah, blah,
blahblahblah, blah blah, blah blah blah. Blahblah blah blah blah blah, blahblahblah, blah, blah, blah, blah, blah Blah,
blah blah blah blah, blah blahblahblah, blah, blah, blafsah, blaeh, blah. Bflah, blah, blah, blah, blah, blah,
blahblahblah, blah, blah, blah, blah, blah Blah, blah blfesaah, blah, blgah, blahbl, blahblahblah, blah, blah, blah blah,
blah. Blahblah, blah blah blah blah blah, blahblahblah, blahbluh, blah, bladh, blahvblah Blahblah, blah, blah,
blahblah, blah blahblahblah, blah blah blah blah blah. Bladh, bladh, bladh, blvah, blah, blah, blahblahblah, blah,
blahblahblah, blah, blah, blah Blah blah blah blcsah, blah, bldah, blahblahblah, blah, blah, blah, blah, blah

About Hackme Bank, Inc.

Blah, blah, blah, blah, blah, blah, blahblahblah, blah, blah, blah, blah, blah Blah, blah, blah, blah, blah, blah,
blahblahblah, blah blah, blah blah blah. Blahblah blah blah blah blah, blahblahblah, blah, blah, blah, blah, blah Blah,
blah blah blah blah, blah blahblahblah, blah, blah, blafsah, blaeh, blah. Bflah, blah, blah, blah, blah, blah,
blahblahblah, blah, blah, blah, blah, blah Blah, blah bifesaah, blah, blgah, blahbl, blahblahblah, blah, blah, blah blah,
blah. Blahblah, blah blah blah blah blah, blahblahblah, blahbluh, blah, bladh, blahvblah Blahblah, blah, blah,
blahblah, blah blahblahblah, blah blah blah blah blah. Bladh, bladh, bladh, blvah, blah, blah, blahblahblah, blah,
blahblahblah, blah, blah, blah Blah blah blah blcsah, blah, bldah, blahblahblah, blah, blah, blah, blah, blah

# ##



https://demo.testfire.net/pr/
https://demo.testfire.net/pr/Draft.rtf

Not For Immediate Release
Contact:

Joan Esposito
Hackme Bank, Inc.
(408) 1234567

Jean Enerson
PR Communications, Inc.
(415) 1234567

Mike James

Financial Banking & Trust Corporation
212.123.4567
mike.james@finbankandtrust.com

16. Broken Authentication 1:-

The Sign In page was on https://demo.testfire.net/login.jsp.

‘admin’ was entered as “username” and “password” and the login

system was easily broken providing admin rights.

@ Altoro Mutual x @ VAPT Assignment (demo.test

Alt M | SignIn | Contact Us | Fesdback |Search| [ Go| [
orolViutua ﬂg o DEMO
X . . SITE

— S B | IR

~ ONLY

< > C [3 hups//demosestfirenet/loginjsp % S}

+ Deposlt Prodict Online Banking Login



https://demo.testfire.net/login.jsp

‘Sion Off | Contact Us | Feedback | Search | [eo]

AltoroMutual ﬂ@ |

& MY ACCOUNT | L SMALL INSIDE ALTORO MUTUAL
IWANT TO ... -
e Hello Admin User
* View Recent Transactions
« Transfer Funds Welcome ta Altoro Mutual Online.
* Search News Articles
» Customize Site Language View Account Details: 800000 Corporate v GO
ADMINISTRATION
o Edit Users Congratulations!
You have been pre-approved for an Altoro Gold Visa with a credit limit of $100001
Click Here to apply.
Privacy Policy | Security Statement | Server Status Check | RESTAPI | © 2025 Altoro Mutual, Inc. This web application is open source! Get your copy from GitHub and take ge of advanced features

The Altoro] website is published by HCL Technologies, Ltd. for the sole purpose of demonstrating the effectiveness of HCL products in detecting web application vulnerabilities and website defects, This site is not a real banking site, Similarities,
if any, to third party products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind, either express or implied. HCL does not assume any risk in relation to your use of this website. For mare
please go to https:// hel-software .com/apRscan.

17. Broken Authentication 2 Through SQL Injection:-

The query ‘OR 1=1-- was injected in “username”, and “password”
was entered randomly. This resulted in authentication bypass and
admin rights were successfully gained.

SignIn | Contact Us | Eeedback | Search |

AltoroMutual @ ]
L

- N IE.HAI.I._ILIBNES.S INSIDE ALTORO MUTUAL
m.mm Online Banking Login
* Checking

* Cards Username: 'OR 1=1--

Password:

[Login |

Sion Off | Contact Us | Esedback | Search | [&o]

& MY ACCOUNT [ L SMALL
IWANT TO ... -
 View Account Summary Hello Admin User
* View Recent Transactions
« Transfer Funds Welcome ta Altoro Mutual Online.
* Search News Articles
- Customize Site Language View Account Details: 800000 Corporate ~|| co
ADMINISTRATION .
+ Eit Usars Congratulations!
You have been pre-approved for an Altoro Gold Visa with a credit limit of $10000!
Click Here to apply.

Privacy Policy | Security Statement | Server Status Check | RESTAPI | @ 2025 Altoro Mutual, Inc. This web ication is open source! Get your copy: from GitHub and take ge of advanced features

The Altoro] website is published by HCL Technologies, Ltd. for the sole purpose of demonstrating the effectiveness of HCL products in detecting web application vulnerabilities and website defects, This site is not a real banking site, Similarities,
if any, to third party products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind, either express or implied. HCL does not assume any risk in relation to your use of this website. For mare H
please go to https:// hel-software .com/apRscan.




18.

19.

Clipboard Data Exposure:-

The website allowed copy pasting password in the “password”

field.

Client-Side Validation Bypass:-

The ‘admin’ is the only one with the rights to transfer funds from
one account to another. The javascript in the page
https://demo.testfire.net/bank/transfer.isp is validated such that it

prevents transfer of funds in the wrong way such as from one
account to itself. So, the javascript was disabled and funds were
transferred from one account to itself which in turn generated the
regular response as well. Hence, client-side validation was

bypassed:


https://demo.testfire.net/bank/transfer.jsp

@ Altoro Mutual

* Customize Site Languaoe

ADMINISTRATION
* Edit Users

Settings

Workspace

Experiments

At DRl @

Ignore list

Devices

e a8

Throttling

Locations

@

1]

Shortcuts

Transfer Funds

From Account: [800000 Corporate |
To Account: [ 800000 Corporate ~|
Amount to Transfer:

[_Transfer Money

Elements
Persistence
Shy r agent shadow DOM
Wo ap Enable Local Overrides
Show HTML comments

Debugger

over

ct tooltip Disable J

rulers on hover

Global

Auto-open DevTools for popups

Account

Sign Off | Contact Us | Feedback | Search

=

AltoroMutual - ¢ Bl

— =2 Gho 1M 55
[ ansioe aitoro MuTUAL

s COUNT L SMALL
IWANT TO ...
= e Transfer Funds
i fil i
+ Transfer Funds From Account: 800000 Corporate v|
* Search News Articles
. QuagE To Account: 800000 Corporate ~|
Amount to Transfer: ]
ADMINISTRATION =
Transfer Mone;
+ Edit Users IR nE
100000.0 was successfully transferred fram Account 800000 into Account
Privacy Policy | Security Statement | Server Status Check | REST APL © 2025 Altoro Mutual, Inc. o —— Ihi: ™ W SouTceT ot rou b and take advantage of advanced festures

i The Altoro) website is published by HCL Technologies, Ltd. for the sole purpose of demonstrating the effectiveness of HCL products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities,
i if any, to third party products and/or websites are purely colncidental. This site is provided "as is" without warranty of any Kind, either express or implied. HCL does not assume any risk in relation to your use of this website. For more
i information, please go to https://www.hcl-software.com/appscan/.

| Copyright © 2008, 2017, IBM Corperation, All rights reserved. Copyright © 2017, 2025, HCL Technologies, Ltd., All rights reserved

20. Improper Input Validation:-

The Customize Size Language page on the URL
https://demo.testfire.net/bank/customize.jsp?content=customize.j

sp&lang=international reflects whatever value is provided in the

lang URL parameter as the “Current Language” without validating
whether it is a supported language. Although the input is properly
encoded and no XSS or SQL injection was possible, this indicates

missing server-side input validation and can lead to incorrect


https://demo.testfire.net/bank/customize.jsp?content=customize.jsp&lang=international
https://demo.testfire.net/bank/customize.jsp?content=customize.jsp&lang=international

display or potential risk if validation is weakened in the future:

T eweeusugs

"4
ot sumans Customize Site Language
» View Recent Transactions
« Transfer Funds Current Language

= Cyustomize Site Language You can change the language setting by choosing:

ntemnational English

ADMINISTRATION
= EditUsers
Privacy Policy | Security Statement | Server Status Check | RESTAPI | ®© 2025 Altoro Mutual, Inc. This web application is open source! Get your copy from GitHub and take advantage of advanced features

The Altaro] website is published by HCL Technalogies, Ltd. for the sole purpose of demonstrating the effectiveness of HCL products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities,
if any, to third party products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind, either express or implied. HCL does not assume any risk in relation to your use of this website. For mare
information, please go to https://wyw,hcl-software com/appscany.

iment (demc

Sign Off | Contact Us | Feedback | Search Go

AltoroMutual @ l

& MY ACCOUNT PERSONAL | SMALL BUSINESS INSIDE ALTORO MUTUAL

IWANT TO ... - .
* View Accoynt Summary. CUStom ze S e Language
- Vi n i
+ Transfer Funds Current Language: internatignal
+ Search News Articles
* Customize Site Language You can change the language setting by choosing:

ADMINISTRATION International English
» Edit Users

Privacy Policy | Security | ServerStatus Check | RESTAPI | @ 2025 Altoro Mutual, Inc. This web ication is open source! Get your copy from GitHub and take of advanced features

The Altoro] website is published by HCL Technologies, Ltd. for the sole purpase of demonstrating the effectiveness of HCL products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities,
if any, to third party products and/or websites are purely coincidental. This site is provided "as is” without warranty of any kind, either express or implied. HCL does not assume any risk in relation to your use of this website, For more
information, please go to httas://www.hcl-software.com/appscan/.

Copyright © 2008, 2017, IBM Caorporation, All rights reserved. Copyright © 2017, 2025, HCL Technologies, Ltd., All rights reserved.




@ Altoro Mutual x () Assignment (dema.tes X +

mo.testfire.net/bank/customize jspZcontent=customize.jsp&lang=hello

Sign Off | Contact Us | Feedback | Search Go

AltoroMutual » ﬁ@: hg( " gﬁ_ﬂg

IWANTTO ... . .
« View Account Summary Customize Site Language
 Vigw Bacact "
+ Transfer Funds Current Language: hello

. —_—

* Search News Articles
+ Customize Site | anauage You can change the language setting by choosing:

ADMINISTRATION nternational English
+ Edit Users

Privacy Policy | Security Stat | Server Status Check | RESTAPI | © 2025 Altoro Mutual, Inc. This web application is open source! Get your copy from GitHub and take of advanced features

The Altoro) website is published by HCL Technologies, Ltd. for the sole purpose of demonstrating the effectiveness of HCL products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities,
f any, to third party products and/or websites are purely coincidental. This site is provided “as is" without warranty of any kind, either express or implied. HCL does not assume any risk in relation to your use of this website. For more

| information, please go to httas://www.hcl-software

| Copyright © 2008, 2017, IBM Carparation, All rights reserved. Copyright © 2017, 2025, HCL Technologies, Ltd., All rights reserved.

21. Broken Functionality:-

The Edit Users page is on
https://demo.testfire.net/admin/admin.jsp. Even with admin
rights one can’t add a new user or add an account to an existing
user. After submitting the details the user is not added in the drop
down menu of “Users”:

@ Altoro Mutual

% 5 Q

DEMO

- ONLY
IW

& MY ACCOUNT | persomaL SMALL BUSINESS

* View Recent Transactions i i

: Edit User Information
= Search News Articles
IR L Add an account to an existing user
ADMINISTRATION

= Edit Users

Users: Account Types:

[admin ~ [savings ~ [Add Account

Change user's password

Users: Password: Confirm:

[admin -] | [ (Change Password

Add an new user

First Name: Password:
Username:
Last Name: Confirm:

virat ] _— E—
e — virat [ Add user |

It is highly recommended that you leave the username as first initial last name

Privacy Policy | Security Statement | r he: | RESTAP] | @ 2025 Altoro Mutual, Inc. This web application is open source! Get your copy from GitHub and take & of advanced features



https://demo.testfire.net/admin/admin.jsp

@ Altoro Mutual

< C [3] hupsy/d

AltoroMutual »

) testfire.net/admin/admin.jsp

SignOff | Contact Us | Feedback | Search| |

ISLURR i B

SMALL

& MY ACCOUNT

[rnsonn

IWANTTO ...
 View Account Summary
* View Recent Transactions
» Transfer Funds
» Search News Articles
= Customize Site Language

Edit User Information

Add an account to an existing user

ADMINISTRATION
Usgper Account Types:
admin v Savings Add Account
Jdoe
jsmith  usdr's password
sspeed
v Password: Confirm:
tuser —_——
aunm - Change Password
Add an new user
First Name: Username: Password:
Last Name: : Confirm:
‘ ‘[— [ Add User
1t is highly recommended that you leave the username as first initial last name.
Privacy Policy | Security ment | ServerStatusCheck | RESTAPI | © 2025 Altoro Mutual, Inc. Is open source! Get your copy from GitHub and take of advanced features

22. Broken Access Control:-

Password can be changed by ‘admin’ for all users on
https://demo.testfire.net/login.jsp. But only “tuser” can login

using this method. Test user himself can’t view his account details

on View Account Summary running on
https: //demo testfire.net/bank/main.jsp:

@ Altoro Mutual

c (] httpsy

/demo.testfire.net/bank/main jsp

AltoroMutual »

Sign Off | Centact Us | Feedback | Search

ol b

SMALL

& MY ACCOUNT

IWANT TO ...
* View Account Summary.
« \iew R T "
* Transfer Funds
* Search News Articles
* Customize Site Language

Hello Test User
Welcome to Altoro Mutual Online.

View Account Details:

Congratulations!

Click Here to apply.

You have been pre-approved for an Altoro Gold Visa with a credit limit of $10000!

Privacy Policy | Security

| Server Status Check | RESTAPI | @& 2025 Altoro Mutual, Inc.

of advanced features

ion is open source! Get your coy from GitHub and take



https://demo.testfire.net/login.jsp
https://demo.testfire.net/bank/main.jsp

23. Authorization Handling Bug:-

The View Recent Transactions page on
https://demo.testfire.net/bank/transaction.jsp can be accessed by

‘admin’ but gives an error for other users:

@ Altoro Mutual [« gnment (demo.testf

C [5) hips//demotestfire.net

Sign Off | Contact Us | Feedback | Search ]
AltoroMutual
orolviutua > {
-
& MY ACCOUNT I 1 [ smawL INSIDE ALTORQ MUTUAL
I WANT TO ... -
+ View Accourk Surnruary Recent Transactions
 View Recent Transactions
« Transfer Funds After | Before [ [ submit |
o T .
* Customize Site Language
Transaction 1D Transaction Time [ Account 1D Action Amaount
ADMINISTRATION
- 12441 2025-12-19 09:08 | 800001 Deposit $500.00
12440 2025-12-19 09:08 800000 Withdrawal -$500.00
12439 2025-12-19 09:06 800001 Deposit $500.00
12438 | 2025-12-19 09:06 | 800000 Withdrawal -$500.00
12409 | 2025-12-19 09:01 | 800001 Deposit $500.00
12408 2025-12-19 09:01 800000 Withdrawal -$500.00
11957 2025-12-19 08:20 | 800000 Deposit $3.00
11956 2025-12-19 08:20 800000 Withdrawal -$3.00
11952 | 2025-12-19 08:18 | 800001 Withdrawal $1000.00
11950 2025-12-19 08:18 | 800001 Withdrawal -$1000.00
11947 2025-12-19 08:01 800001 Deposit $100.00
11946 | 2025-12-19 08:01 | 800000 ‘Withdrawal -$100.00
11693 | 2025-12-15 07:39 | 800001 Deposit $1000.00
11692 2025-12-19 07:39 800000 Withdrawal -$1000.00
11638 2025-12-19 07:39 | 800000 Withdrawal -$1.00
11632 2025-12-19 07:38 800000 Withdrawal -$1.00
11630 | 2025-12-19 07:38 | 800000 Withdrawal -$1.00
11460 | 2025-12-19 07:31 | 800000 Withdrawal -$1.00

IET= Exception Report

(TP java.lang.NullPointerException

[T The server encountered an unexpected condition that prevented it from fulfilling the request.
[Exception]

org.apache.jasper.JasperException: java.lang.NullPointerException
org.apache.jasper.servlet.JspServletirapper.handlelspException(JspServletWrapper. java:594)
org.apache.jasper.servlet.JspServletWrapper.service(JspServletWrapper.java:518)
org.apache.jasper.servlet.JspServlet.servicelspFile(JspServlet.java:395)
org.apache.jasper.servlet.JspServlet.service(JspServlet.java:339)
javax.servlet.http.HttpServlet.service(HttpServlet. java:731)
org.apache.tomcat.websocket. server.WsFilter.doFilter (WsFilter. java:52)
com.ibm. security.appscan.altoromutual.filter.AuthFilter.doFilter(AuthFilter.java:67)

java.lang.NullPointerException

[TPT™ The full stack trace of the root cause is available in the server logs.

pache Tomcat/7.0.92

24. Broken Confirmation Logic:-

A survey was found on this link:
https://demo.testfire.net/survey questions.jsp.



https://demo.testfire.net/bank/transaction.jsp
https://demo.testfire.net/survey_questions.jsp

Even if a user selects the “No” option the survey still continues as

if user selected “Yes”:

@ Altoro Mutual

Sion Off | Contact Us | Feedback | Searcn| | J al

AltoroMutual » ﬂ@ sn;

& MY ACCOUNT PERSONAL SMALL BUSINESS

[ — Welcome

« Loan Products 1f you complete this survey, you have an opportunity to win @ smartphone. Would you like to continue?

SO

rivacy Poll | Security Statement | Server Status Check | RESTAP] | © 2025 Altoro Mutual, Inc. This web application is open source! Get your copy. from GitHub and take advantage of advanced features

25. Reflected XSS 3:-

The final page of the survey is on the link
https://demo.testfire.net/survey questions.jsp?step=email.

The following JavaScript code was entered which resulted in
immediate Reflected XSS:
<script>alert("hello")</script>

@ Altoro Mutual x @
& C [3] hips//demo.testfiren
Sign Off | Contact Us | Feedback | Search | | Go |
& MY ACCOUNT PERSONAL SMALL BUSINESS
EPERSONAL
« Deposit Product Tha n k S
 Checking
+ Loan Products Thank you for completing our survey. We are always working to improve aur status in the eyes of our most impartant client: YOU. Flease enter your email below and we will
s Cards notify you sg T ks

« Qther Sarvicas <script>alert("hello") </script> [l submit



https://demo.testfire.net/survey_questions.jsp?step=email

demo.testfire.net says




